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In July, we shared our views about the need for
government regulation and responsible industry
measures to address advancing facial recognition
technology. As we discussed, this technology brings
important and even exciting societal benefits but
also the potential for abuse. We noted the need for
broader study and discussion of these issues. In the
ensuing months, we’ve been pursuing these issues
further, talking with technologists, companies, civil
society groups, academics and public officials
around the world. We’ve learned more and tested
new ideas. Based on this work, we believe it’s
important to move beyond study and discussion.
The time for action has arrived.

We believe it’s important for governments in 2019
to start adopting laws to regulate this technology.
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The facial recognition genie, so to speak, is just
emerging from the bottle. Unless we act, we risk
waking up five years from now to find that facial
recognition services have spread in ways that
exacerbate societal issues. By that time, these
challenges will be much more difficult to bottle back
up.

In particular, we don’t believe that the world will be
best served by a commercial race to the bottom,
with tech companies forced to choose between
social responsibility and market success. We believe
that the only way to protect against this race to the
bottom is to build a floor of responsibility that
supports healthy market competition. And a solid
floor requires that we ensure that this technology,
and the organizations that develop and use it, are
governed by the rule of law.

While we don’t have answers for every potential
question, we believe there are sufficient answers for
good, initial legislation in this area that will enable
the technology to continue to advance while
protecting the public interest. It’s critical that
governments keep pace with this technology, and
this incremental approach will enable faster and
better learning across the public sector. We’ve
summarized our ideas below, and we will prioritize
this topic in our public policy discussions in selected
states and countries.

We also believe that while it’s better to address
these issues broadly, we should not wait for
governments to act. We and other tech companies
need to start creating safeguards to address facial
recognition technology. We believe this technology
can serve our customers in important and broad
ways, and increasingly we’re not just encouraged,
but inspired by many of the facial recognition
applications our customers are deploying. But more
than with many other technologies, this technology
needs to be developed and used carefully. After
substantial discussion and review, we have decided
to adopt six principles to manage these issues at
Microsoft. We are sharing these principles now, with
a commitment and plans to implement them by the
end of the first quarter in 2019.
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We will also release new materials and training
resources to help our customers use this technology
in a responsible way. Especially at this stage of its
development and more so than for many other
products, facial recognition technology requires that
tech companies and customers work together to
deploy these services successfully. We are
committed to working closely with customers in the
public and private sectors alike.

Governments and the tech sector both play a vital
role in ensuring that facial recognition technology
creates broad societal benefits while curbing the risk
of abuse. While many of the issues are becoming
increasingly clear, the technology is young. We need
to tackle the initial questions now and learn as we
go, developing more knowledge and expertise as
the technology evolves and public sector experience
deepens. It’s possible and perhaps likely that
additional steps will be needed with time. But as
Mark Twain once noted, “The secret of getting
ahead is getting started.” The time to start is now.

Opportunities from facial recognition

As with all new technology, the uses of facial
recognition are multiplying in both predictable and
surprising ways. But it’s increasingly clear that a
great many of these uses have created many new
and positive benefits for people around the world.

It’s striking to review the breadth of this innovation.
Police in New Delhi recently trialed facial
recognition technology and identified almost 3,000
missing children in four days. Historians in the
United States have used the technology to identify
the portraits of unknown soldiers in Civil War
photographs taken in the 1860s. Researchers
successfully used facial recognition software to
diagnose a rare, genetic disease in Africans, Asians
and Latin Americans. And in October, the National
Australia Bank designed a proof of concept to
enable customers to withdraw money from an
Automatic Teller Machine using facial recognition
and a PIN.

https://timesofindia.indiatimes.com/city/delhi/delhi-facial-recognition-system-helps-trace-3000-missing-children-in-4-days/articleshow/63870129.cms
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https://news.microsoft.com/en-au/2018/10/23/nab-and-microsoft-leverage-ai-technology-to-build-card-less-atm-concept/


Microsoft is one of several companies playing a
leading role in developing facial recognition
technology.  We’re working with customers around
the world, while acting aggressively on industry-
leading efforts to improve the capability of this
technology to recognize faces with a range of ages
and skin tones. Just last month, a new evaluation
conducted by the National Institute of Standards
and Technology, or NIST, verified the progress we’ve
made in developing facial recognition technology
that now ranks in the top tier across the IT sector.
The algorithms Microsoft submitted to that
evaluation were consistently ranked as the most
accurate or nearly the most accurate of 127
algorithms tested.  We believe in the future of facial
recognition technology and the positive role it can
play.

Problems that need to be addressed

At the same time, we need to be clear-eyed about
the risks and potential for abuse. As we’ve
continued to assess where this technology is
heading, we believe there are three problems that
governments need to address.

First, especially in its current state of development,
certain uses of facial recognition technology
increase the risk of decisions and, more generally,
outcomes that are biased and, in some cases, in
violation of laws prohibiting discrimination.

Second, the widespread use of this technology can
lead to new intrusions into people’s privacy.

And third, the use of facial recognition technology
by a government for mass surveillance can encroach
on democratic freedoms.

We believe all three of these problems should be
addressed through legislation, as described below.

Addressing bias and discrimination

First, especially in the current state of development,
certain uses of facial recognition technology

https://venturebeat.com/2018/06/26/microsofts-improved-face-api-more-accurately-recognizes-a-range-of-skin-tones/
https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8238.pdf


increase the risk of decisions, outcomes and
experiences that are biased and even in violation of
discrimination laws. Recent research has
demonstrated, for example, that some facial
recognition technologies have encountered higher
error rates when seeking to determine the gender of
women and people of color. This makes it especially
important that Microsoft and other tech companies
continue the work needed to identify and reduce
these errors and improve the accuracy and quality
of facial recognition tools and services. This work is
underway, and we’re making important progress. It’s
equally critical that we work with customers closely
to ensure that facial recognition services are
deployed properly in ways that will reduce these
risks. Over time, we believe that well-functioning
market forces can encourage the technology
innovation that is needed.

But we also believe that new laws are needed in this
area, and for two distinct reasons. First, market
forces will work well only if potential customers are
well-informed and able to test facial recognition
technology for accuracy and risks of unfair bias,
including biases that arise in the context of specific
applications and environments. Tech companies
currently vary in their willingness to make their
technology available for this purpose. As a result,
some academic tests of these services have omitted
some of the market leaders. And when important
advocacy organizations have tried to perform tests,
they’ve almost immediately been met by rejections
and criticism by some providers who claim that the
testing is deficient. As a society, we need legislation
that will put impartial testing groups like Consumer
Reports and their counterparts in a position where
they can test facial recognition services for accuracy
and unfair bias in a transparent and even-handed
manner.

We believe new laws can address this need with a
two-pronged approach:

Requiring transparency. Legislation should
require tech companies that offer facial
recognition services to provide documentation
that explains the capabilities and limitations of
the technology in terms that customers and

https://www.consumerreports.org/cro/about-us/what-we-do/index.htm


consumers can understand.

Enabling third-party testing and
comparisons. New laws should also require that
providers of commercial facial recognition
services enable third parties engaged in
independent testing to conduct and publish
reasonable tests of their facial recognition
services for accuracy and unfair bias. A sensible
approach is to require tech companies that make
their facial recognition services accessible using
the internet also make available an application
programming interface or other technical
capability suitable for this purpose.

There’s a second reason we believe new legislation
is needed in this area now, and it points to
additional measures that new laws should address.
While we’re hopeful that market forces may
eventually solve issues relating to bias and
discrimination, we’ve witnessed an increasing risk of
facial recognition services being used in ways that
may adversely affect consumers and citizens –
today.

It’s obviously of little solace to think about the
eventual improvements in this technology if it
misidentifies you and is used in a way that deprives
you of the ability to access government services,
obtain admission to an event or purchase
commercial products. These problems can be
exacerbated when organizations deploy facial
recognition beyond the limits of the current
technology or in a manner that is different from
what was intended when they were designed. We
believe that a new law can help address these
concerns without imposing onerous obligations on
businesses and other users. This too involves a two-
pronged legal approach:

Ensuring meaningful human review. While
human beings of course are not immune to
errors or biases, we believe that in certain high-
stakes scenarios, it’s critical for qualified people
to review facial recognition results and make key
decisions rather than simply turn them over to
computers. New legislation should therefore
require that entities that deploy facial recognition



undertake meaningful human review of facial
recognition results prior to making final decisions
for what the law deems to be “consequential use
cases” that affect consumers. This includes where
decisions may create a risk of bodily or emotional
harm to a consumer, where there may be
implications on human or fundamental rights, or
where a consumer’s personal freedom or privacy
may be impinged.

Avoiding use for unlawful
discrimination. Finally, it’s important for the
entities that deploy facial recognition services to
recognize that they are not absolved of their
obligation to comply with laws prohibiting
discrimination against individual consumers or
groups of consumers. This provides additional
reason to ensure that humans undertake
meaningful review, given their ongoing and
ultimate accountability under the law for
decisions that are based on the use of facial
recognition.

Protecting people’s privacy

Second, the widespread use of facial recognition
technology can lead to new intrusions into people’s
privacy. For example, every public establishment
could install cameras connected to the cloud with
real-time facial recognition services.

Interestingly, the privacy movement in the United
States was born from improvements in camera
technology. In 1890, future Supreme Court Justice
Louis Brandeis took the first step in advocating for
privacy protection when he co-authored an article
with colleague Samuel Warren in the Harvard Law
Review advocating “the right to be let alone.” The
two argued that the development of “instantaneous
photographs” and their circulation by newspapers
for commercial gain had created the need to protect
people with a new “right to privacy.”

Technology today gives a new meaning to
“instantaneous photographs” that Brandeis and
Warren probably never imagined. From the moment
one steps into a shopping mall, it’s possible not only

http://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/Privacy_brand_warr2.html


to be photographed but to be recognized by a
computer wherever one goes. Beyond information
collected by a single camera in a single session,
longer-term histories can be pieced together over
time from multiple cameras at different locations. A
mall owner could choose to share this information
with every store. Stores could know immediately
when you visited them last and what you looked at
or purchased, and by sharing this data with other
stores, they could predict what you’re looking to
buy on your current visit.

Our point is not that the law should deprive
commercial establishments of this new technology.
To the contrary, we are among the companies
working to help stores responsibly use this and
other digital technology to improve shopping and
other consumer experiences. We believe that a great
many shoppers will welcome and benefit from
improvements in customer service that will result.

But people deserve to know when this type of
technology is being used, so they can ask questions
and exercise some choice in the matter if they wish.
Indeed, we believe this type of transparency is vital
for building public knowledge and confidence in
this technology. New legislation can provide for this
in a straightforward approach:

Ensuring notice. The law should require that
entities that use facial recognition to identify
consumers place conspicuous notice that clearly
conveys that these services are being used.

Clarifying consent. The law should specify that
consumers consent to the use of facial
recognition services when they enter premises or
proceed to use online services that have this type
of clear notice.

In effect, this approach will mean that people will
have the opportunity to vote with their feet – or
their keyboards or thumbs. They’ll be informed, and
they can ask questions or take their business
elsewhere if they wish.

We appreciate that some, including consumer



groups, will argue that the law should go farther,
especially when it comes to the issue of consumer
consent. In Europe, it already does. It’s important to
consider these views. For example, consent to use
facial recognition services could be subject to
background privacy principles, such as limitations
on the use of the data beyond the initially defined
purposes and the rights of individuals to access and
correct their personal data. But from our
perspective, this is also an area, perhaps especially
in the United States, where this new regulation
might take one quick step and then we all can learn
from experience before deciding whether additional
steps should follow.

Protecting democratic freedoms and human
rights

Third, the use of facial recognition technology by a
government can encroach on democratic freedoms
and human rights. Democracy has always depended
on the ability of people to assemble, to meet and
talk with each other and even to discuss their views
both in private and in public. This in turn relies on
the ability of people to move freely and without
constant government surveillance.

There are many governmental uses of facial
recognition technology that will protect public
safety and promote better services for the public
without raising these types of concerns. There is an
increasing number of such services in place already,
and we should encourage them subject to the other
protections described here.

But there is one potential use for facial recognition
technology that could put our fundamental
freedoms at risk. When combined with ubiquitous
cameras and massive computing power and storage
in the cloud, a government could use facial
recognition technology to enable continuous
surveillance of specific individuals. It could follow
anyone anywhere, or for that matter, everyone
everywhere. It could do this at any time or even all
the time. This use of facial recognition technology
could unleash mass surveillance on an
unprecedented scale.



Unprecedented, but not unimagined. As George
Orwell described in his novel “1984,” one vision of
the future would require that citizens must evade
government surveillance by finding their way
secretly to a blackened room to tap in code with
hand signals on each other’s arms – because
otherwise cameras and microphones will capture
and record their faces, voices and every word.
Orwell sketched that vision nearly 70 years ago.
Today technology makes that type of future
possible.

But not inevitable.

We must ensure that the year 2024 doesn’t look like
a page from the novel “1984.” An indispensable
democratic principle has always been the tenet that
no government is above the law. Today this requires
that we ensure that governmental use of facial
recognition technology remain subject to the rule of
law. New legislation can put us on this path.

Limiting ongoing government surveillance of
specified individuals. To protect against the use
of facial recognition to encroach on democratic
freedoms, legislation should permit law
enforcement agencies to use facial recognition to
engage in ongoing surveillance of specified
individuals in public spaces only when:

a court order has been obtained to permit the
use of facial recognition services for this
monitoring; or

where there is an emergency involving
imminent danger or risk of death or serious
physical injury to a person.

It will be important for legislators to consider the
standards for obtaining court orders in this area. For
the most part, we believe this should be based on
traditional rules like probable cause for search
warrants. But there may be other narrow
circumstances that also should be permissible, such
as appropriate uses to help locate missing persons.

It’s worth noting that this approach builds on the



U.S. Supreme Court’s recent decisions. In June, the
court decided that the government cannot obtain
without a search warrant the cellphone records that
show the cell sites, and hence the physical locations,
where someone has traveled. In Carpenter v. United
States, Chief Justice John Roberts wrote for a
majority of the court that an individual has a
“legitimate expectation of privacy in the record of
his physical movements” that are recorded in these
cell site records.

Even though we travel with our phones in public
and in effect share our location with our cellular
provider, the Supreme Court concluded that our
location records are covered by the Fourth
Amendment to the Constitution and its protection
of our right to be secure in our “persons, houses,
papers, and effects, against unreasonable searches
and seizures.” Therefore, the court decided that the
government cannot track our movements through
our phones and these cell site records unless it
secures from an independent judge a search
warrant based on probable cause to believe that we
have committed a crime.

Put in this context, facial recognition raises a new
constitutional question: do our faces deserve the
same protection as our phones? From our
perspective, the answer is a resounding yes.

As a company, Microsoft has brought four lawsuits
against the U.S. government since 2013 to protect
people’s privacy rights in an era when new
technology can enable mass surveillance. We
repeatedly have sought to preserve longstanding
protections – and in our view timeless values – that
are embodied in the First and Fourth Amendments
to the Constitution. From our vantage point, it’s
important to act before an excessive use of facial
recognition technology can put these freedoms at
risk. And while these issues ultimately may find their
way to the U.S. Supreme Court, as one of our four
cases did this past February, they should begin with
the people who are elected by the people to protect
our rights – our legislators in state capitals and
Washington, D.C.

 

https://www.supremecourt.gov/opinions/17pdf/16-402_h315.pdf


Looking beyond law and regulation

While we believe that new laws and regulations are
indispensable, we also recognize that they are not a
substitute for the responsibility that needs to be
exercised by tech companies. In July, we announced
that we would undertake work to assess and
develop additional principles to govern our facial
recognition work. Today, we make good on an
important aspect of this work by publishing the
principles that we will adopt for Microsoft’s facial
recognition work and inviting feedback to guide our
implementation of them.

Over the past six months, we have spent
considerable time seeking input and advice from
our employees, customers, public officials,
academics and groups across civil society. We have
benefitted from discussions in the United States and
around the world. We have decided to take the next
step today by adopting six principles that address
the concerns we believe governments need to
address as well. These are:

1. Fairness. We will work to develop and deploy
facial recognition technology in a manner that
strives to treat all people fairly.

2. Transparency. We will document and clearly
communicate the capabilities and limitations of
facial recognition technology.

3. Accountability. We will encourage and help our
customers to deploy facial recognition
technology in a manner that ensures an

https://1gew6o3qn6vx9kp3s42ge0y1-wpengine.netdna-ssl.com/wp-content/uploads/prod/sites/5/2018/12/image-to-embed-in-blog.jpg


appropriate level of human control for uses that
may affect people in consequential ways.

4. Non-discrimination. We will prohibit in our
terms of service the use of facial recognition
technology to engage in unlawful discrimination.

5. Notice and consent. We will encourage private
sector customers to provide notice and secure
consent for the deployment of facial recognition
technology.

6. Lawful surveillance. We will advocate for
safeguards for people’s democratic freedoms in
law enforcement surveillance scenarios, and will
not deploy facial recognition technology in
scenarios that we believe will put these freedoms
at risk.

Next week we will publish a document detailing
these principles, and we will work in the coming
months to gather feedback and suggestions from
interested individuals and groups on how we can
best implement them.

As we take this step, we’re cognizant of the need to
create policies, processes and tools to make these
principles effective across our company. We will
pursue this work and will formally launch these
principles, together with this supporting framework,
before the end of March 2019.

As with the regulatory issues discussed here, we’re
taking an incremental approach with the adoption
of these principles. We readily recognize that we
don’t yet have all the answers. Given the early stage
of facial recognition technology, we don’t even
know all the questions. But we believe that taking a
principled approach will provide valuable experience
that will enable us to learn faster. As we do, we’re
committed to sharing what we learn, perhaps most
especially with our customers through new material
and training resources that will enable them to
adopt facial recognition in a manner that gives their
stakeholders and the public the confidence they
deserve.
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